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How to set a STRONG password 

 

Introduction  

HIKVISION products take password protection mechanism to protect customers’ privacy. For  

IP cameras (IPC), PTZ cameras, digital video recorders (DVR) and network video recorders (NVR) 

with the latest firmware (IPC and PTZ from V5.3.0, DVR/NVR from V3.3.0) there would no 

default password. The previous user name/password would still be valid when some old devices 

with a week password upgrade to new firmware version. However, it will remind users that this is 

a ‘weak’ password. 

 

When using the device for the first time, users need to activate the device through a 

compulsory password setting procedure. And the device would tell the password intensity 

according to the combination of number as well as letters you take. 

 

We strongly recommend you set a STRONG password. 

  

 

 

Different Methods to Set Password 

HIKVISION different devices share different password setting strategies which provide customers 

with flexible choices. 

At this stage you can set your password by SADP tool, iVMS-4200 client, or NVR/DVR local 

GUI, or you can set device password via web browser. No matter which method you take, there 

would always have a password intensity hint. 

 

 Using Web Browser: 
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1) Front-end device such as IPC (from V5.3.0) and back-end device such as NVR and DVR 

(from V3.3.0) can be activated by Internet Explorer (IE) or other web browser. Before 

logging into the device, users need to set a login password and click [OK] to proceed. 

2) After device activation, we can also go to Configuration->System->User Management to 

change new device password. 

 

    

 

Web browser Interface 

 

 

 Using SADP Software: 

 

1) Users can activate devices and set a password via SADP tool. For this procedure users will 

need version V3.0.0.100 (SADP). 

Click here to download: http://overseas.hikvision.com/en/Tools_82.html 

 

 

2) Just run SADP tool, find your device and check it, set a STRONG password for it and then 

confirm. 

http://overseas.hikvision.com/en/Tools_82.html
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SADP Interface 

 

 

 

 

 

 

 

 Using iVMS-4200 Software: 

 

1) Users can activate devices and set device pasword via iVMS-4200 Software as well. For this 

procedure users will need version V2.5.1.7 (iVMS-4200). 

Click here to download: http://overseas.hikvision.com/en/Tools_84.html 

 

 

iVMS-4200 Software Version 

http://overseas.hikvision.com/en/Tools_84.html
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2) After device activation, we can also go to Remote Configuration->System->User to change 

new device password. 

 

   

 

iVMS-4200 Interface 

 

 

 

 

 

 

 

 Front-End Device Activation by Back-End Device 

 

A back-end device (from V3.3.0) can activate a front-end device (from V5.3.0) and set a password 

there, only if the back-end device has already been activated. 

    

Back-End Device Local Interface 

 

Find your camera then click Manual Activation , and then you can activate one front-end device 

manually with the self-defined passwords or back-end device password. 
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Back-End Device Local Interface for activating Front-End Device 

 

The other ways to activate IPC are: 

1. One-touch adding: In the back-end device interface, users can use ‘One-touch adding’ to add 

all front-end devices on the LAN. At the same time, the devices will be automatically 

activated with the back-end device password. 

2. One-touch activation: In back-end device interface, users can activate all front-end devices 

in LAN with the self-defined passwords or back-end device password; 

3. Manual addition ‘ ’: Add one front-end device manually with the back-end device 

password; 

4. Plug & Play: Connect a front-end device to a back-end device’s PoE interface with the 

back-end device password. 

 

 

NOTES: 

The method of activating front-end devices by back-end device is highly recommended. 

 

 

 

 

 

Password intensity 

 

No matter which methods you take, it would always tell you the password intensity according to 

the combination of number and letters you take. Below is a comparison of strong password and 

week password. 
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Appendix 

Password Rules 

Password Level Judgment 

There are four kinds of characters that can be used for password: numbers/uppercase 

letters/lowercase letters/ special characters: 

 Level 0: Password length is fewer than eight characters; password contains one kind of 

character; password is the same as user name; password is the mirror writing of user name. 

(Example: 12345, abcdefgh) 

 

 Level 1 (weak): Password contains two kinds of characters. The combination is number + 

lowercase letter or number + uppercase letter, and the password length must be no fewer than 

eight characters. (Example: 12345abc, 12345ABC) 

 

 Level 2 (medium): Password contains two kinds of characters. The combination is NEITHER 

number + lowercase letter NOR number + uppercase letter, and the password length must be 

no less than eight characters. (Example: 1234567+, abcdefg/, GFEDCBA), ABCDEFGh, ) 

 

 Level 3 (strong): Password contains more than two kinds of characters and the password 

length must be no less than eight characters. (Example: 1234abc+) 

. 

NOTE:  

Password level should be higher than 0.  
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Lockout Rules 

Login Attempts: 

Admin Account:     7 password input attempts are allowed 

Other Account:  5 password input attempts are allowed 

After login error attempts reach the limitation, the device will lock the current IP or account; 

 

Device Lockout Duration:  

Remote login: 30 minutes (the client’s IP will be locked) 

Local login: 1 minutes (the account will be locked); 

 

NOTES: 

  

1. Users who have already logged in will not be locked out; 

 

2. Admin account can unlock the other accounts by SDK 

 

 

IE Lockout Interface 

 

 

 

 

 

Downloading Sites: 

SADP Tool: http://overseas.hikvision.com/en/tools_82.html 

iVMS-4200 client: http://overseas.hikvision.com/en/Tools_84.html 

 

 

 

 

http://overseas.hikvision.com/en/tools_82.html
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